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Legal bases for processing
personal information in Quebec

Personal information
must be necessary
at all stages of the

. . information life
Use and/or communication ak

Section 5, Private
SectorAct
Summary, Consent
Guidelines

Personal information: information that concerns
a natural person and makes it possible, directly or

indirectly, to identify them.

Primary purposes Secondary purposes

i.e., all other purposes pursued by an organization,
not announced at the time of collection.

Sensitive personal information: personal informa-
tion that, because of its medical, biometric or other
intimate nature, or because of the context in which it
is used or communicated, gives rise to a reasonable
expectation of privacy.

i.e., the purposes for which personal information is
collected by an organization, announced at the time
of collection.

Section 12, Private Sector Act
Glossary, Consent Guidelines
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Section 12, Private Sector Act
Glossary, Consent Guidelines

Sections 2 and 12, Private Sector Act
Glossary, Consent Guidelines

Personal information & sensitive

. : Against Sensitive There is risk . Personal Personal information & sensitive
personal information reasonable or  personal or of serious information personal information
l expectations information harm l 1

“Presumed” consent

Unlike other Canadian or international
privacy laws, the Quebec Private Sector Act
does not provide a frame work for collecting
information by consent,except in specific
cases (see flow chart under*Secol
Purposes”).

Section 8, Private Sector Act
Paragraph B.3., Consent Guidelines

Express consent

Consent is express when the person makes

an active gesture (or statement) that clearly
indicates agreement. This gesture or statement
serves no other purpose than to consent, and
is said to be positive: it indicates acceptance,
not refusal. There remains no doubt as to the
person's true will. The expression “opt in" also
refers to this form of consent.

Implied consent

Consent is implied if it is not expressly
formulated. The organization deduces it from
another action taken by the individual, or from
their silence or inactivity. The individual must
be informed that this action, silence or inactiv-
ity will be interpreted as consent. They should
have a valid opportunity to refuse consent. This
form of consent is also referred to as opt-out.

Exceptions to consent

Organizations may use personal information
for secondary purposes without obtaining
consent from the individual, including:

« If it is used for consistent purposes;

« if it is used for the benefit of the individual;

« for preventing and detecting fraud; and

« for providing or delivering a product or service.

Section 12, Private Sector Act Section 12, Private Sector Act

Paragraph 1.3, Consent Guidelines

Section 12, Private Sector Act
Paragraphs 1.2. and 1.6, Consent Guidelines

Organizations may communicate personal

information to certain third parties without ob-

taining consent from the individual, including :

« in the event of an emergency that threatens
the life, health or safety of the individual;

« to prevent an act of violence;

« to their service providers; and

« to conclude a commercial transaction.

Manifeste Free

Consent must Consent must
demonstrate the involve genuine
real will of the choice and
individual. control.

Informed Specific
Consent must Consent must
be readily under- precisely define
standable by an the purposes.
apt* individual.

Legal bases

Sections 18 et seq., Private Sector Act

)
Understandable
Consent must be Consent should
requested for each be presented in valid only as long presented sepa-
purpose. simple and clear as is necessary. rately from other
language. information.

Granular *Consent for the collection, use, or com-
munication of a child's personal informa-
tion (under the age of 14) must be given

by the person with parental authority.

Temporary
Consent must be

Separate
Consent must be

Sections 4.1and 14, Private Sector Act
Paragraph 3.2, Consent Guidelines

Section 14, Private Sector Act
Validity Criteria, Consent Guidelines

“Presumed" consent

Organization must respect their obligation

of transparency by providing accurate and

complete information to individuals prior to

collecting their personal information, including:

« the purposes for which it is collected;

« the means by which it is collected;

« their rights to access and rectify personal
information;

« their right to withdraw their consent;

Express consent

Examples of express consent may include:
« Signature of a document;

« Activate a box;

« Answering a question affirmatively; and
« Verbal approval.

Information to be provided

To enable an individual to make an informed decision,an organization
should generally answer the following questions when obtaining express
or implied consent:

+ Who is collecting information;

+ Why is information being collected;

+ What information is being collected;

+ From who is information being collected;

+ How is information being collected;

« Who will the information be shared with;

« Will the information be shared outside of Quebec;

+ What rights do individuals have;

+ Who has access to the information;

+ How long will the information be kept; and

+ Who to contact for questions.

Section 12, Private Sector Act
Paragraph 1.4, Consent Guidelines

And, if applicable:

« the name of the third person for whom the
information is being collected;

he categories of third persons to whom it

is necessary to communicate the information;

« if information could be communicated
outside Quebec; and

« the use of such technology with identifica-
tion, localization, or profiling, functionalities
and the means available to activate them.

Transparency

Implied consent

Examples of Implied consent may include:

« Box already checked but can be unchecked;

« Deduced from silence or inactivity; and

» Deduced from another action taken by the
person.

Paragraph 3.4, Consent Guidelines

Section 12, Private Sector Act
Paragraph 1.4, Consent Guidelines

Sections 8 and 8.1, Private Sector Act
Paragraph 3.3, Consent Guidelines
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For additional ressources, see the annotated Quebec Private Sector Act (as amended by Law 25) and the brief presented to Quebec's Commission d'accés
a l'information regarding their Draft Consent Guidelines
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